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Sterling Infosystems, Inc.
Wholesale Data Provider
Program Agreement No. 7303208
For the Period September 17, 2011 to January 6, 2016

BACKGROUND

Acxiom Information Security Systems (Acxiom) signed an Agreement with PennDOT in
September 2010 which allowed them to provide their customers PennDOT driver records for
employment and insurance purposes. Sterling Infosystems, Inc. (Sterling) purchased Acxiom in
January 2012. At that time, all of their operations, personnel and contracts, including their
agreement with PennDOT (No. 7303208), were transferred to Sterling.

According to Sterling’s website, they are the world’s largest company focused entirely on
background checks. Their employment screening services include criminal background checks,
previous employment verification, educational credential verification, and drug testing, Their
website also indicates that Sterling provides full motor vehicle record (MVR) background checks
which detail: license type and class, restrictions, expiration date, endorsements, suspensions or
revocations, violations/tickets, accidents, and DUIs. Sterling provides these services to many
industries including healthcare, education, government, retail, utilities, energy, and
transportation.

Sterling requests driver records from PennDOT on behalf of their customers

~ Sterling provides the driver license number, the driver’s last name,
ana te empioyer s custonTer account number when requesting records. PennDOT then provides
driver record information such as the driver’s name, address, driver number, zip code, date of
birth, class of license, record type, license issue and expiration dates, accident information as
permitted by law, and all violations and departmental actions for the prior three- or ten-year
period.

The agreement between Sterlineg (originallv Acxiom) and PennDOT was sct to expire during

The overall objective of this audit is to determine if Sterling complied with the contract
provisions of Agreement No. 7303208 and maintained the confidentiality and security of
PennDOT’s driver record information when providing it to their customets.
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Kurt J. Myers

Deputy Secretary for Driver and Vehicle Services
Pennsylvania Department of Transportation

1101 South Front Street

Harrisburg, PA 17104

We have conducted a performance audit to determine if Sterling Infosystems Inc. (Sterling)
complied with the terms of Agreement No. 7303208 with the Pennsylvania Department of
Transportation. The scope of our audit, except as otherwise noted, was for the period September
17, 2011 through January 6, 2016. We conducted this performance audit in accordance with
generally accepted government auditing standards. Those standards require that we plan and
perform the audit to obtain sufficient, appropriate evidence to provide a reasonable basis for our
findings and conclusions based on our audit objectives. We believe that the evidence obtained
provides a reasonable basis for our findings and conclusions based on our audit objectives.

The audit objective, along with the scope, methodology and conclusion for the audit objective,
are as follows:

Audit Objective Determine if Sterling is in compliance with the terms of
Agreement No. 7303208 with the Pennsylvania Department
of Transportation (PennDOT).

Methodology/Scope Documents reviewed in determining Sterling’s compliance
with Agreement No. 7303208 included customer listings,
customer agreements, Affidavits of Intended Use, PennDOT
invoices, performance bonds, and reporting on IT controls.
Inquiries to both Sterling and PennDOT personnel preceded
and followed document reviews.

Conclusions Sterling Affidavit of Intended Use
Although, Sterling filed Affidavits of Intended Use with
PennDOT annually using PennDOT’s forms as required by
the agreement, they were unable to provide the forms for
2011 through 2014, Sterling did provide a copy of their
completed Affidavit of Intended Use form for 2015, which
was filed with PennDOT on December 30, 2015.

Customer List
Sterling did not annually provide PennDOT with a list of
their customers, see Finding No. 1.




Sterling Enfosystems, Inc.

Wholesale Data Provider

Program Agreement No. 7303208

For the Period September 17, 2011 to January 6, 2016

Audit Objective In addition, Sterling was unable to provide a complete and
Conclusions accurate listing of their customers or reports identifying the
(Continued) number of records they provided by PennDOT subaccount.

The subaccount should identify each client or customer. The
number of customers Sterling identified via the two (2)
enstomer lists they provided differed dramatically /€rsus

As it is imperative that PennDOT can rely on Sterling
v be able to identify the specific entity that they provide each
driver record, their practice of identifying numerous
customers or clients with the same subaccount is problematic,
see Finding No. 3

Customer Agreements and Affidavits of Intended Use
Sterling was unable to provide three (3) of the thirty-eight

(38) requested customer agreements. As indicated in Finding
No. 2, the twenty-two (22) customer agreements tested did
not contain all of the provisions required by the PennDOT
agreement,  However, some of those provisions were
included in the Affidavits of Intended Use signed by the
customers. With the exception of the documents for

bnly two of the required provisions were
not included in eiffier the customer agreement or the Affidavit
of Intended Use signed by the customer. The two (2)
provisions not included in either the customer agreement or
Affidavit of Intended Use were the provisions restricting
retaining driver information to employee employment history
files and prohibiting creating a file to develop their own
source of driver record information. (Sterling was unable to
provide an Affidavit of Tntended Use for

Sterling has not entered into written customer agrecments
with all customers who received PennDOT personal
information, see Finding No. 4. Some of the entitics
obtaining information from Sterling actually have agreements
with other Sterling customers rather than directly with
Sterling. Although it appears that these other customers are
resellers, their role is not clear.

Positive Balance for Escrow Account

Between October 2013 and November 20135, there were three
instances in which Sterling did not maintain a positive
balance in their escrow account,




Sterling Infosystems, Inc.

Wholesale Data Provider

Program Agreement No. 7303208

For the Period September 17, 2011 to January 6, 2016

Audit Objective Performance Bond
Conclusions As evidenced by an Axciom performance bond dated August
(Contintied) 2010 and a Sterling performance bond dated October 2013,
Axciom/Sterling obtained and maintained in full force and
effect a ‘performance bond for the benefit of
PennDOT.

Subcontractors , )

Sterling retained the services of and as data
centers during the audit period. Stefling did not seek
PennDOT approval of these subcontractor arrangements, and
they did not require either company to complete Affidavits of
Intended Use.

Data Security

Sterling was unable to provide assurance that they and their
customers and data centers have implemented controls
adequate to ensure that personal driver record information is
safeguarded.

As outlined in Finding No. 5, Sterling provided an iSO 27001
certificate rather than a Service Organization Control (SOC)
report. The American Institute of Certified Public
Accountants (AICPA) issued Statement on Standards for
Attestation Engagements (SSAE) No. 16 along with the
framework of three (3) SOC reports that involve reporting on
conirols at a service organization. Each of the three SOC
reports involves different levels of testing. Unlike a SOC
report, the ISO certificate Sterling provided does not cover
the design and effectiveness of controls related to the
following principles: security, availability, confidentiality,
processing integrity, and privacy.

Sterlino nrgvided SOC reports for their two data centers,
ang While Sterling asserted that they
requested a réport from it appears that the
report provided is actually a ‘eport. A SOC 1 report
is designed to renort on cdfitrols over financial reporting.
The report disclosed an exception in
regards to separated employees. lses key card access to
limit access to their data center facilities, and testing for key
card access to facilities determined_that seven (7)
terminated employees sampled had access t¢ Facilities.
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For the Period September 17, 2011 to January 6, 2016

Audit Objective During the exit conference, Sterling indicated that they would
Conclusions prefer to have a. _ ~_ geport from cach
(Continued) subcontractor rather than a __report, and they are

planning on having a Sterling‘, ‘eport available

by 2017 due to the‘
for such a report.
Related Findings and
Recommendations See Finding No. 1 through Finding No. §

Internal Controls

In planning and performing our audit, we considered internal controls that are significant within
the context of our audit objective and assessed whether such controls had been properly designed
and implemented. Based on our assessment of the internal controls, we determined audit
procedures for the purpose of reporting on our audit objective, but not to provide assurance on
Sterling’s internal control. Any significant control deficiencies that came to our attention during
the audit are included in the findings section of this report.

The Sterling response to our findings is described in the findings sections of this report. We did
not andit the Sterling response.

This report is intended solely for the information and use of Sterling, PennDOT and Office of
Budget management and is not intended to be and should not be used by anyone other than these
specified parties.

%&7 j{j i?/?/fz,&x..,

Jenny Righter, CPA
Assistant Director Regional Audits

January 6, 2016
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FINDINGS AND RECOMMENDATIONS

Finding No. 1 — Inadequate Controls Over the Use of Personal Information

Sterling was unable to provide evidence that they filed Affidavits of Intended Use between 2011
and 2014. They filed an Affidavit of Intended Use for 2015 on December 30, 2015, Sterling
was also not able to provide one (1) of the thirty-eight (38) requested customer Affidavits of
Intended Use. In addition, Sterling does not annually provide a list of their customers to
PennDOT.

Section 3(a), Reporting Requirements, in Agreement No. 7303208 between PennDOT and
Sterling states: “The Contractor agrees to file annually with the Department an “Affidavit of
Intended Use” on the form prescribed by the Department, to be kept on file by the Department.

Section 3(c), Maintenance of Records, in Agreement No. 7303208 between PennDOT and
Sterling states: “The Contractor agrees to have each of its customers and subcontractors
complete and “Affidavit of Intended Use” on a form prescribed by the Department. The
Contractor agrees to keep the “Affidavits of Intended Use” for its customers and subcontractors
on file at a central location during such party’s access to Pennsylvania driver record information
under this Agreement and for three years thereafter. The Contractor will provide the Department
annually a complete list of all customers and subcontractors for which they have an “Affidavit of
Intended Use” on file. The Contractor shall also require their subcontractor to keep on file the
“Affidavits of Intended Use” or such other document acceptable to the Department for their
employees at a central location during the employee’s access to Pennsylvania driver record
information under this Agreement and for three years thereafter. Upon the request of the
Department, the Contractor will provide copies of the “Affidavits of Intended Use” to the
Department.”

Sterling asserted that the reason they didn’t have the one (1) requested affidavit was that an
employee did not maintain copies of all affidavits, further stating the employee has since been
terminated, It is unclear why Sterling did not file an Affidavit of Intended Use with PennDOT
themselves or annually provide a list of their customers to PennDOT.

Without copies of the signed Affidavits of Intended Use, Sterling cannot affirm that Sterling or
their customers are aware of the restrictions listed on the affidavits. Because Sterling did not
provide a list of customers, there is a risk that Sterling provides records to customers that
PennDOT has approved.

Recommendations

We recommend that Sterling annually file an Affidavit of Intended Use with PennDOT and keep
a copy on file. Sterling should also maintain copies of all Affidavits of Intended Use for its
customers and subcontractors and provide annually, a list of all customers and subcontractors for
which they have an Affidavit of Intended Use on file.
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Sterling Infosystems, Inc.
Wholesale Data Provider
Program Agreement No. 7303208
For the Period September 17, 2011 to Janunary 6, 2016

FINDINGS AND RECOMMENDATIONS

Finding No, 1 — Inadequate Controls Over the Use of Personal Information (Centinued)

Audited Entity Response

Sterling has provided a signed Affidavit to PennDOT for 2015 and will continue to do so
annually as required. Sterling will also provide a list of customers to PennDOT annually. A full
company listing is attached here as well.

Auditor Conclusion

The finding and recommendation remain as stated.




Sterling Infosystems, Ine.
Wholesale Data Provider
Program Agreement No. 7303208
For the Period September 17, 2011 to January 6, 2016

FINDINGS AND RECOMMENDATIONS

Finding No. 2 — Customer Agreements Lacked Required Provisions

Seventeen (17) active customer asreements executed between Julv 2001 and February 2011 by
predecessor companies ind Acxiom Information
Security Services) and tive (5} Sterling customer agreements executed between 2014 and 2015
were reviewed to determine if they contained the provisions required by the agreement with
PennDOT. As illustrated in the Agreement Provision Compliance Schedule at the end of this
finding, the customer agreements did not contain all of the provisions required by the PennDOT
agreement, Some of the missing provisions were included in the customer Affidavits of Intended
Use. However, two of the required provisions were not included in either the customer
agreement or the Affidavit of Intended Use signed by the customers. Those two (2) provisions
were the provision restricting retaining driver information to employee employment history files
and the provision prohibiting creating a file to develop their own source of driver record
information. In addition, the agreement did not contain six (6)
of the eight (8) provisions tested. Sterling was unable to provide the Affidavit of Intended Use
for

The terms and conditions of Paragraph 3 include:

Section 3(i), Required Security, in Agreement No. 7303208 between PennDOT and Sterling,
“The Contractor, its customers, and subcontractors shall at all times maintain safegnards and
procedures to ensure the security and protection of information furnished by the Department and
shall take all necessary steps to prevent the divulgence or use of such information in any form or
manner not expressly permitted by this Agreement. This security shall include written
agreements between Contractor and its customers...” The terms and conditions of Section 3 of
the Agreement include;

Section 3(d), Use of Information, “The Contractor agrees that it shall enter into written
agrecments with any and all customers, and that those agreements shall include a provision that
expressly states that the customer shall not sell, assign, or otherwise transfer any information or
portions or information obtained pursuant to this Agreement to any third party. Customer
agreements shall also expressly limit the use of any obtained driver record, in whole or in part,
to insurance or employment purposes.”

Section 3(e), Restriction Against Publication, “Except as provided for in Paragraph (d), under no
circumstances shall the Contractor use or permit others to use any information provided by the
Department for direct or electronic mail advertising or any other type or types of mail or
mailings. The Contractor shall not disclose or publish the names, addresses, or other personal
information appearing in any driver record to any individual or group other than the Contractor’s
approved customer and Contractor shall exercise a high degree of care to hold and maintain all
record information not within the parameters of information to be released in the strictest
confidence and carefully restrict access to this information.”

8




Sterling Infosystems, Inc.
Wholesale Data Provider
Program Agreement No. 7303208
For the Period September 17,2011 to January 6, 2016

FINDINGS AND RECOMMENDATIONS

Finding No. 2 — Customer Agreements Lacked Required Provisions (Continued)

Section 3(f), Contractor Databases, “The Contractor and its customers will be the sole users of
driver record information supplied by the Department. Driver record information supplied by the
Department shall not be used to create or update a file to be used by the Contractor, its
customers, or subcontractors to develop their own source of driver record information. Driver
record information shall not be retained, stored, combined, and/or linked in with any other data
on any database by the Contractor, its customers, or subcontractors for any reason. The
contractor and their customers who obtain driver information for insurance purposes are
permitted to retain driver record information only for as long as is necessary to conduct
insurance business or as may be required by law. Employers may retain the information only in
the employee’s employment history file. Subcontractors are not permitted to retain any driver
record information.

Section 3(g), Internet Prohibition, “The Contractor agrees not to disseminate or publish on the
internet the personal information obtained from the Department or to allow any other person to
disseminate or publish the personal information on the internet without the written approval of
the Department.”

Section 3(h), Ownership of Records, “The Department retains exclusive proprictary ownership
of all driver record information provided under this Agreement.”

It is not clear why some of the customer agreements did not 1) restrict the customer from using
the driver record information supplied by PennDOT to create or updaie a file to be used to
develop their own source of driver record information or 2) state that the customer should only
retain the information in the employee’s employment history file.

As Sterling was unable to provide an Affidavit of Intended Use fot
any provisions that may have been included in the document are unknown,

Absence of required customer agreement language, replicating Section 3 provisions of
Agreement No. 7303208 between Sterling and PennDOT, increases the potential that personal
information obtained from PennDOT will be divulged or used in a manner not expressly
permitted by the Agreement.

Recommendations
We recommend that PennDOT ensure Sterling obtains assurance that their customers understand

and agree to comply with the restrictions detailed in any wholesale data agreement with
PennDOT, currently Agreement No. 7303208.




Sterling Infosystems, Inc.
Wholesale Data Provider
Program Agreement No. 7303208
For the Period September 17, 2011 to January 6, 2016

FINDINGS AND RECOMMENDATIONS
Finding No. 2 — Customer Agreements Lacked Required Provisicns {Continned)

We further recommend that Sterling update their customer agreements to include all provisions
required by their Agreement with PennDOT.

Audited Entity Response

Regarding the provision restricting retaining driver information to employee employment files,
prior to the procurement of background screening reports, SterlingBackcheck credentials clients
(End User Certification/Credentialing Application). As part of the process, clients must certify
the purpose for which they are procuring the reports. We do not deliver PennDOT information to
any clients unless it's for employment purposes. Accordingly, by default, SterlingBackcheck's
clients are placing the information from PennDOT with the other background screening report
information, i.c. into employee employment history files.

Regarding the provision prohibiting creating a file to develop their own source of driver record
information, Section 3.1 of the Master Service Agreement restricts clients from providing "any
part of the Services to others, whether directly or indirectly, through incorporation in a database,
report or otherwise."

In regards to the AISS agreements, the first agreement is deficient in both respects as per what
PennDOT is requesting, The 2nd and 3rd agreements we believe cover what PennDOT is
looking for. In both, Section A(3) limits client's requests to being made for employment
purposes. Again, this limits the driving record information to be stored in employee's
employment files. Additionally, Section 5 in both limits disclosure only to the "curremt
employment decision” and states that the clients cannot share with any other third parties.
Accordingly, they are restricted from developing their own source of driver record information.

Auditor Conclusion

The finding and recommendation remain as stated,

10
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Wholesale Data Provider
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For the Period September 17, 2011 to January 6, 2016

Finding No. 2 — Agreement Provision Compliance Schedule

"
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Sterling Infosystems, Inec.
Wholesale Data Provider
Program Agreement No. 7303208
For the Period September 17, 2011 to January 6, 2016

FINDINGS AND RECOMMENDATIONS

Finding No. 3 — Inaccurate Customer Listing

Sterling was unable to provide a complete and accurate listing of their customers. They initially
indicated they hac pproved customers. The customer listing provided with this assertion
contained more than one subaccount for the same customer. When these duplicates were
accounted for, the list containec mique customer names.

The listing that Sterling provided in October of 2015 contained the names of clients
associated with PennDOT approved subaccount numbers: of these clients were
associated with' Just ';ubacqo_ums,, The number of clients associated with each of thes
subaccounts varies 1oni slients. While some of companies are closely related, for
instance_a others appear to be diverse companies that would not have the same FIN,
like the blients associated with subaccount A few of the client names in this
subaccount are

It appears that both of the Sterling nrovided customer listines were incomnlete because Sterling
utilizes

and nenner of the provided lists identifiec In addition, the listing
of approved Sterling customers provided By PennDOT did not contain customers
identified by Sterling as being PennDOT approved. -

It is unclear if Sterling maintains a record of the end user for each request for driver information
submitted to PennDOT. They assert that their system can report on the daily number of records
requested by each customer (non-method specific); however, the report does not include the
customer subacconnt nimher ar indicate the method nsed to obtain the records from PennDOT

Sterling
indicated that they utilize thd to ask for records for customers that
PennDOT has

Section 3(c), Maintenance of Records, in Agreement No. 7303208 between PennDOT and
Sterling states: “The Contractor will provide the Department annually a complete list of all
customers and subcontractors...”

Section 3(j), End User Requestor Information, in Agreement No. 7303208 between PennDOT
and Sterling states: “The Contractor is required to submit end user information electronically to
the Department with each driver record request. The Contractor is required to maintain a record
of the end user for each request for driver information submitted to the Department. Upon the
request of the Department, the Contractor will provide the name, address, and telephone number
of the end user,”

It is unclear why Sterling was unable to provide a complete and accurate listing of their
custormers.

12




Sterling Infosystems, Inc.
Wholesale Data Provider
Program Agreement No. 7303208
For the Period September 17,2011 to January 6, 2016

FINDINGS AND RECOMMENDATIONS

Finding No. 3 — Inaccurate Customer Listing (Continued)

The reason the first Sterling-provided listing contained duplicate names is also not clear, as
PennDOT indicated the one group of associated with the duplicate names
originated with Acxiom when they were ovtaming reeords as a pre-employment business
customer (identified by subaccount numbers containing : and Sterling had requested new
ko obtain records for the same customers as a wholesale data provider. The

for these customers contained, .which PennDCT stated identifies

them as Sterling wholesdre data provider requests | rather than a pre-
employment business cusIQmer request| 'Conversely, Sterling asserted the
duplicate names with in the were asSociated with a company
thev utilized for background screenmgs it does appear that Sterling is maintaining the
Vith these fwhxch 1dent1fy them as the recorded requestor, to

request records as a background screening company, using the on-line process to obtain the
records and to request records (for the same customers) as a using the

According to PennDOT, the reason the list they provided did not contain th% sustomers
identified by Sterling as approved was because PennDOT did not inciuae we customers
approved for Sterling as a background screening company, explaining that customers are
approved for them to provide information as a wholesale data provider and as a background
screening comnanv. As indicated previously, the difference between the two listings is that the

associated with each identify how the driving record will be

Sterling did not indicate why their system is unable to report on the number of records requested
on behalf of each entity.

As many of the companies making up the :lients Sterling assigned to jus 2ennDOT

appear to be separate entities mat ‘would have separate Federal™ Id&ntification
Numbers (FIN), it is doubtful that they are properly identified and approved by PennDOT. In
addition, when the actual customer is not identified as in the situation where numerous clients are
identified to the same subaccount number, there is an increased risk that these parties have not
signed customer agreements or Affidavits of Intended Use, thereby making it more likely that
they will not comply with restrictions that should be identified in these documents.

If Sterling is unable to provide a complete and accurate listing of their customers, the risk is
increased that they also cannot identify the specific data that has been provided to each customer.
Further, utilizing a system which cannot accurately and efficiently produce reports identifying
the records provided to each entity increases the risk that the responsible party would not be
identified if there was a security breach.

I3




Sterling Infosystems, Inc.
Wholesale Data Provider
Program Agreement No. 7303208
For the Period September 17, 2011 to January 6, 2016

FINDINGS AND RECOMMENDATIONS

Finding No. 3 — Inaccurate Customer Listing (Continued

Recommendation

We recommend that PennDOT require Sterling to provide a current complete and accurate listing
of their customers, The listing should indicate if Sterling has more than one identification
number for any customer and whether the customer has a unique Federal Identification Number
(FIN). The listing should also indicate if more than one client is associated with a customer
number and if all clients associated with the customer number operate under the same FIN.

Audited Entity Response

Acxiom was acquired by Sterling Infosystems in December 2011, Customers continue to place
orders on this platform (AISS/Acxiom) until these clients]
is used=f3f new customers onboarded directly with S;eriingﬁ
’ is related to
When the audit began, the foctis was on,!
and Acxiom customers; ' Acxiom requests are”
processed via_

The AISS platform use
_or example are alf

We can provide every PA MVR requested for each individual and the end user if requested. Our
reports do not indigate the ordering/processing method for that request

We would have to cross reference different réports to accomplish that.
However, the end user can be igggtiﬁed and only processed electronically i

Auditor Conclusion

The finding and recommendation remain as stated.
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Sterling Infosystems, Inc.
Whoiesale Data Provider
Program Agreement No, 7303208
For the Period September 17, 2011 to January 6, 2016

FINDINGS AND RECOMMENDATIONS

Finding No. 4 — Customers Reselling PennDOT Driver Records

A number of Sterling customers are actually resellers, Although the resellers appear to be
providing the information to entities identified with an approved subaccount, PennDOT is not
aware the information is passing through this 3rd party. In addition, Sterling does not enter into
customer agreements with the customers provided driver records through these resellers; rather
the reseller has an agreement with the customers.

One reseller was identified because Sterling was unable to provide
requested tustomer agreements, The agreements Sterling could nol
~provid€™were toi
Sterling explained that these two customers were Both ;Tlé'd"'
asreements with but only Ead an agreement with Steriing. The agreement between
hnd Sterling maicates that™any entity may purchase services and may also
purchase services on behalf of laboratorics for which, it provides management services. Sterling
was not able to provide the agreements which entered into witf Both
filed Affidavits of Intended Use with PennDOT and-were provided their own
~eustomer subaccdunt number. Requests which| fmade througjﬂl Sterling on behalf of
were submitfed to PennDOT under customer subaccoaunt Mimbets
rather tian bubaccount number. It is important to note that the subaccount
represent: antities. It is unknown if they all operate under the same FIN. According to
PennDO17 Sterling did not request PennDOT’s approval to have customers provide PennDOT
driver records to third parties.

In addition to Sterling being unable to provide two (2) off customer
agreements requested, a review of the customer agreement for evealed
that the customer agreement was agiyally a contract betw¢eiy and

Tt1s unclear i Sbtains Triver

~Tecords as a subconiractor of Sterling#md then provides thé to an additionial stibcontractor or
directly to their customers.

Section 3(d), Use of Information, in Agreement No. 7303208 between PennDOT and Sterling
states: “The Contractor agrees that it shall enter into written agreements with any and all
customers, and that those agreements shall include a provision that expressly states that the
customer shall not sell, assign, or otherwise transfer any information or portions of information
obtained pursuant to this Agreement to a third party.”

Sterling responded to additional questions rglated t¢ acting as a reseller of
PennDOT driver records by stating that loes not resell PennU L ariver records. Sterling
also stated that other users that request fecords Separately but are considered as being part of the

"Group" for tracking purposes. They have also not identified the number and names of
‘other Thistomers that operate as resellers.

15




Sterling Infosystems, Inc,
Wholesale Data Provider
Program Agreement No. 7303208
For the Period September 17, 2011 to January 6, 2016

FINDINGS AND RECOMMENDATIONS

Finding No. 4 — Customers Reselling PennDO'T Driver Records (Continued)

f
Sterling, did respond to requests for clarification regarding the relationship witl 4 stating
th{i as a third party motor vehicle records vendor.

Reseller or subcontractor relationships that are not disclosed and approved by PennDOT increase
the risk that PennDOT information will not be used and secured as required and that breaches
involving such use will be difficult to prevent and detect.

Recommendations

We recommend that PennDOT require Sterling to obtain direct agreements with all parties they
provide PennDOT data and maintain copies of all agreements, including Primary Integration
LLC.

We further recommend that PennDOT require Sterling to clarify the relationship between
Sterling and Sterling’s other customers j( ~and identify any
similar anauguents with companies other tha fso PennDOT cani determine if these
-arrangements comply with Sterling’s agreement with PennDOT.

Audited Entity Response

Sterling does not resell PennDOT driver records. PennDOT driver records were not provided to

hen to the end user. End Users have individual accounts in our system with signed

“Attidavits of Intended Use. lzgnm*ts are provided directly to the end user. These clients may be
h

referenced as being part of t i‘Group" for tracking purposes.
Y

1

7as a 3rd party MVR vendor who provided reports mainly ir
.no longer a vendor.

Auditor Conclusion

The finding and recommendation remain as stated.
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Sterling Infosystems, Inc.
Wholesale Data Provider
Program Agreement No. 7303208
For the Period September 17, 2011 to January 6, 2016

FINDINGS AND RECOMMENDATIONS

Finding No. 5 - Inadeguate Security

sterling
provided an ISU 27001 certificate m response to a request tor a Service Urganizaton Control
(SOC) report. Unlike a SOC 2 report, an 1ISO 27001 certificate does not report on the design and
effectiveness of controls related to the following principles: security, availability, confidentiality,
processing integrity, and privacy.

Sterling was able to provide SOC reports for their {wo data centers
, which ar

The SOC report provided for the primary data center, “was identified as a
SOC 1, Type 2 report, which as disclosed in the report 1s mtended to provide information to the
auditor of a user entity’s financial statements about controls at a service organization.

The SOC report provided for the secondary data center, did not identify the type of
report. However, the content indicates it is a SOC 2, Type 2 report{ the subject of which would
be heneficial in assessing whether the entities controls are adequate over security, availability,
processing integrity confidentiality, and privacy. The provided report identified some exceptions
related to the monitoring of security access to buildings. In addition, they did not test some
controls such as controls over the movement of restricted data and controls to prevent and detect
unauthorized or malicious software.

As an organization that provides personal motor vehicle information to customers, there is a need
for assurance that the information remains secure whether it is with Sterling or some other entity
that they have provided the information.

Section 3(i), Required Security, in Agreement No. 7303208 between PennDOT and Sterling
states: “The Contractor, its customers, and subcontractors shall at all times maintain safeguards
and procedures to ensure the security and protection of information furnished by the Department
and shall take all necessary steps to prevent the divulgence or use of such information in any
form or manner not expressly permitted by this Agreement. This security shall include written
agreements between Contractor and its customers and subcontractors expressly incorporating the
terms and conditions of Section 2 of this Agreement and the keeping of driver record
information in a controlled access area.”

Multinle reauests did not result in Sterline nroviding
rlt is unclear why Sterling did not obtain an

aaequate assessment o1 their controis.
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FINDINGS AND RECOMMENDATIONS
Finding No. 5 — Inadequate Security (Continued)

Without an adequate assessment of the relevant controls there is an increased risk that the
controls necessary to ensure security, availability, processing integrity, confidentiality, and
privacy may not exist or may not be operating properly.

Recommendation

We recommend that PennDOT require that any reports on the internal contro] environment of
Sterling, its customers, subconiractors and data centers provide adequate assurance that
PernDOT-provided information is secure and is used in compliance with the confidentiality and
privacy requirements of their agreement with PennDOT.

Audited Entity Response

We can, and have, provided SOC 2 reports for our data centers. These reports are in, fgct both
SSAE 16 SOC 2 reports. [ do not know where the statement is made that the ‘eport is
a SOC 1, Type 2 report: it is in indeed a SOC 2 Type 2 report. The eport 1s afsd SOC 2

Type 2 report.

We have been informed by the data center provider that the exceptions noted with respect to
security monitoring have been corrected.

With respect to the gap in testing of "controls over the movement of restricted data and controls
to prevent and detect unauthorized or malicious software”, we maintain our own infrastructure
within these data centers, and those controls are within our ISOQ 27001 scope, and not within the
data center's SSAE 16 SOC 2 scope, since they do not manage or have access to our data or
systems.

Auditor Conclusion

The finding and recommendation remain as stated.






