Chisago County Sheriff's Office

Policy Manual

Office Use of Social Media

3421 PURPOSE AND SCOPE
This policy provides guidelines to ensure that any use of social media on behalf of the Office is

consistent with the office mission.
This policy does not address all aspects of social media use. Specifically, it does not address:

. Personal use of social media by office members (see the Employee Speech, Expression
and Social Networking Policy).

. Use of social media in personnel processes (see the Recruitment and Selection Policy).

. Use of social media as part of a criminal investigation, other than disseminating information
to the public on behalf of this office (see the Investigation and Prosecution Policy).

342.1.1 DEFINITIONS
Definitions related to this policy include:

Social media - Any of a wide array of Internet-based tools and platforms that allow for the sharing
of information, such as the office website or social networking services.

342.2 POLICY
The Chisago County Sheriff's Office may use social media as a method of effectively informing

the public about office services, issues, investigations and other relevant events.

Office members shall ensure that the use or access of social media is done in a manner that
protects the constitutional rights of all.

342.3 AUTHORIZED USERS
Only members authorized by the Sheriff or the authorized designee may utilize social media on

behalf of the Office. Authorized members shall use only office-approved equipment during the
normal course of duties to post and monitor office-related social media, unless they are specifically
authorized to do otherwise by their supervisors.

The Sheriff may develop specific guidelines identifying the type of content that may be posted.
Any content that does not strictly conform to the guidelines should be approved by a supervisor
prior to posting.

Requests to post information over office social media by members who are not authorized to post
should be made through the member’s chain of command.

342.4 AUTHORIZED CONTENT
Only content that is appropriate for public release, that supports the office mission and conforms

to all office policies regarding the release of information may be posted.

Examples of appropriate content include:
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(a) Announcements.

(b) Tips and information related to crime prevention.

(c) Investigative requests for information.

(d) Requests that ask the community to engage in projects that are relevant to the office mission.

(e) Real-time safety information that is related to in-progress crimes, geographical warnings or
disaster information.

(f)  Traffic information.

(g) Pressreleases.

(h) Recruitment of personnel.

342.4.1 INCIDENT-SPECIFIC USE

In instances of active incidents where speed, accuracy and frequent updates are paramount
(e.g., crime alerts, public safety information, traffic issues), the Public Information Officer or the

authorized designee will be responsible for the compilation of information to be released, subject
to the approval of the Incident Commander.

342.5 PROHIBITED CONTENT
Content that is prohibited from posting includes, but is not limited to:

(@) Content that is abusive, discriminatory, inflammatory or sexually explicit.

(b)  Any information that violates individual rights, including confidentiality and/or privacy rights
and those provided under state, federal or local laws.

(c)  Any information that could compromise an ongoing investigation.

(d)  Any information that could tend to compromise or damage the mission, function, reputation
or professionalism of the Chisago County Sheriff's Office or its members.

(e) Anyinformation that could compromise the safety and security of office operations, members
of the Office, victims, suspects or the public.

(f)  Any content posted for personal use.
(g) Any content that has not been properly authorized by this policy or a supervisor.

Any member who becomes aware of content on this Office’s social media site that he/she
believes is unauthorized or inappropriate should promptly report such content to a supervisor. The
supervisor will ensure its removal from public view and investigate the cause of the entry.

342.6 MONITORING CONTENT

The Sheriff will appoint a supervisor to review, at least annually, the use of office social media
and report back on, at a minimum, the resources being used, the effectiveness of the content, any
unauthorized or inappropriate content and the resolution of any issues.
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342.7 RETENTION OF RECORDS
The Administration captain should work with the Custodian of Records to establish a method

of ensuring that public records generated in the process of social media use are retained in
accordance with established records retention schedules.

342.8 TRAINING
Authorized members should receive training that, at a minimum, addresses legal issues

concerning the appropriate use of social media sites, as well as privacy, civil rights, dissemination
and retention of information posted on office sites.
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Force or control devices, including oleoresin capsaicin (OC), should be directed toward individuals
and not toward groups or crowds, unless specific individuals cannot reasonably be targeted due
to extreme circumstances, such as a riotous crowd.

Any use of force by a member of this office shall be documented promptly, completely and
accurately in an appropriate report. The type of report required may depend on the nature of the
incident.

430.8 ARRESTS

The Chisago County Sheriff's Office should respond to unlawful behavior in a manner that
is consistent with the operational plan. If practicable, warnings or advisements should be
communicated prior to arrest.

Mass arrests should be employed only when alternate tactics and strategies have been, or
reasonably appear likely to be, unsuccessful. Mass arrests shall only be undertaken upon the
order of the Incident Commander or the authorized designee. There must be probable cause for
each arrest.

If employed, mass arrest protocols should fully integrate:

(@) Reasonable measures to address the safety of deputies and arrestees.
(b) Dedicated arrest, booking and report writing teams.

(c) Timely access to medical care.

(d) Timely access to legal resources.

(e) Timely processing of arrestees.

()  Full accountability for arrestees and evidence.

(9) Coordination and cooperation with the prosecuting authority, jail and courts (see the Citation
Releases Policy).

430.9 MEDIA RELATIONS

The Public Information Officer should use all available avenues of communication, including
press releases, briefings, press conferences and social media to maintain open channels of
communication with media representatives and the public about the status and progress of the
event, taking all opportunities to reassure the public about the professional management of the
event (see the Media Relations Policy).

430.10 DEMOBILIZATION

When appropriate, the Incident Commander or the authorized designee should implement a
phased and orderly withdrawal of law enforcement resources. All relieved personnel should
promptly complete any required reports, including use of force reports, and account for all issued
equipment and vehicles to their supervisors prior to returning to normal operational duties.
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any enforcement action. Should an initial investigation indicate that those steps are required, the
assistance of a deputy shall be requested.

600.4 CUSTODIAL INTERROGATION REQUIREMENTS

Suspects who are in custody and subjected to an interrogation shall be given the Miranda warning,
unless an exception applies. Interview or interrogation of a juvenile shall be in accordance with
the Temporary Custody of Juveniles Policy.

600.4.1 AUDIO/VIDEO RECORDINGS

Any custodial interrogation of a person who is suspected of having committed a criminal offense
should be electronically recorded (audio/video or both as available) in its entirety, including any
information or discussion about the person's rights and any waiver of those rights. Regardless
of where the interrogation occurs, every reasonable effort should be made to secure functional
recording equipment to accomplish such recordings.

Consideration should also be given to recording a non-custodial interrogation, or any investigative
interview, for any other offense when it is reasonable to believe it would be appropriate and
beneficial to the investigation and is otherwise allowed by law.

No recording of a custodial interrogation should be destroyed or altered without written
authorization from the prosecuting attorney and the Investigation Unit supervisor. Copies of
recorded interrogations or interviews may be made in the same or a different format as the original
recording, provided the copies are true, accurate and complete and are made only for authorized
and legitimate law enforcement purposes.

Recordings should not take the place of a thorough report and investigative interviews. Written
statements from suspects should continue to be obtained when applicable.

600.5 INVESTIGATIVE USE OF SOCIAL MEDIA AND INTERNET SOURCES

Use of social media and any other Internet source to access information for the purpose of criminal
investigation shall comply with applicable laws and policies regarding privacy, civil rights and civil
liberties. Information gathered via the Internet should only be accessed by members while on-duty
and for purposes related to the mission of this office. If a member encounters information relevant
to a criminal investigation while off-duty or while using his/her own equipment, the member should
note the dates, times and locations of the information and report the discovery to his/her supervisor
as soon as practicable. The member, or others who have been assigned to do so, should attempt
to replicate the finding when on-duty and using office equipment.

Information obtained via the Internet should not be archived or stored in any manner other
than office-established record keeping systems (see the Records Maintenance and Release and
Criminal Organizations policies).
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600.5.1 ACCESS RESTRICTIONS

Information that can be accessed from any office computer, without the need of an account,
password, email address, alias or other identifier (unrestricted websites), may be accessed and
used for legitimate investigative purposes without supervisory approval.

Accessing information from any Internet source that requires the use or creation of an account,
password, email address, alias or other identifier, or the use of nongovernment IP addresses,
requires supervisor approval prior to access. The supervisor will review the justification for
accessing the information and consult with legal counsel as necessary to identify any policy or
legal restrictions. Any such access and the supervisor approval shall be documented in the related
investigative report.

Accessing information that requires the use of a third party’s account or online identifier requires
supervisor approval and the consent of the third party. The consent must be voluntary and shall
be documented in the related investigative report.

Information gathered from any Internet source should be evaluated for its validity, authenticity,
accuracy and reliability. Corroborative evidence should be sought and documented in the related
investigative report.

Any information collected in furtherance of an investigation through an Internet source should be
documented in the related report. Documentation should include the source of information and
the dates and times that the information was gathered.

600.5.2 INTERCEPTING ELECTRONIC COMMUNICATION
Intercepting social media communications in real time may be subject to federal and state wiretap
laws. Deputies should seek legal counsel before any such interception.

600.6 ELECTRONIC BENEFIT TRANSFER (EBT) CARDS

Deputies shall make a report any time they arrest a person who possesses more than one welfare
Electronic Benefit Transfer (EBT) card. The investigating deputies shall forward this report to the
Minnesota Department of Human Services within 30 days of the arrest. The report shall include
all of the following (Minn. Stat. § 626.5533):

(a) The name, address and driver’s license or state identification card number of the suspect
(b) The number on each EBT card and name, if any
(c) The date and location of any alleged offense

(d) Any other information the Minnesota Department of Human Services may require on related
state forms

600.7 MODIFICATION OF CHARGES FILED

Members are not authorized to recommend to the prosecutor or to any other official of the court
that charges on a pending case be amended or dismissed without the authorization of a captain or
the Sheriff. Any authorized request to modify the charges or to recommend dismissal of charges
shall be made to the prosecutor.

Investigation and Prosecution - 361
Adoption Date: 2016/02/10

A ANNE ANAN L L i) 1L



Chisago County Sheriff's Office

Policy Manual

Investigation and Prosecution

600.5.1 ACCESS RESTRICTIONS

Information that can be accessed from any office computer, without the need of an account,
password, email address, alias or other identifier (unrestricted websites), may be accessed and
used for legitimate investigative purposes without supervisory approval.

Accessing information from any Internet source that requires the use or creation of an account,
password, email address, alias or other identifier, or the use of nongovernment IP addresses,
requires supervisor approval prior to access. The supervisor will review the justification for
accessing the information and consult with legal counsel as necessary to identify any policy or
legal restrictions. Any such access and the supervisor approval shall be documented in the related
investigative report.

Accessing information that requires the use of a third party’s account or online identifier requires
supervisor approval and the consent of the third party. The consent must be voluntary and shall
be documented in the related investigative report.

Information gathered from any Internet source should be evaluated for its validity, authenticity,
accuracy and reliability. Corroborative evidence should be sought and documented in the related
investigative report.

Any information collected in furtherance of an investigation through an Internet source should be
documented in the related report. Documentation should include the source of information and
the dates and times that the information was gathered.

600.5.2 INTERCEPTING ELECTRONIC COMMUNICATION
Intercepting social media communications in real time may be subject to federal and state wiretap

laws. Deputies should seek legal counsel before any such interception.

600.6 ELECTRONIC BENEFIT TRANSFER (EBT) CARDS

Deputies shall make a report any time they arrest a person who possesses more than one welfare
Electronic Benefit Transfer (EBT) card. The investigating deputies shall forward this report to the
Minnesota Department of Human Services within 30 days of the arrest. The report shall include
all of the following (Minn. Stat. § 626.5533):

(@) The name, address and driver’s license or state identification card number of the suspect
(b)  The number on each EBT card and name, if any
(c) The date and location of any alleged offense

(d)  Any other information the Minnesota Department of Human Services may require on related
state forms

600.7 MODIFICATION OF CHARGES FILED

Members are not authorized to recommend to the prosecutor or to any other official of the court
that charges on a pending case be amended or dismissed without the authorization of a captain or
the Sheriff. Any authorized request to modify the charges or to recommend dismissal of charges
shall be made to the prosecutor.
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any enforcement action. Should an initial investigation indicate that those steps are required, the
assistance of a deputy shall be requested.

600.4 CUSTODIAL INTERROGATION REQUIREMENTS

Suspects who are in custody and subjected to an interrogation shall be given the Miranda warning,
unless an exception applies. Interview or interrogation of a juvenile shall be in accordance with
the Temporary Custody of Juveniles Policy.

600.4.1 AUDIO/VIDEO RECORDINGS

Any custodial interrogation of a person who is suspected of having committed a criminal offense
should be electronically recorded (audio/video or both as available) in its entirety, including any
information or discussion about the person’s rights and any waiver of those rights. Regardiess
of where the interrogation occurs, every reasonable effort should be made to secure functional
recording equipment to accomplish such recordings.

Consideration should also be given to recording a non-custodial interrogation, or any investigative
interview, for any other offense when it is reasonable to believe it would be appropriate and
beneficial to the investigation and is otherwise allowed by law.

No recording of a custodial interrogation should be destroyed or altered without written
authorization from the prosecuting attorney and the Investigation Unit supervisor. Copies of
recorded interrogations or interviews may be made in the same or a different format as the original
recording, provided the copies are true, accurate and complete and are made only for authorized
and legitimate law enforcement purposes.

Recordings should not take the place of a thorough report and investigative interviews. Written
statements from suspects should continue to be obtained when applicable.

600.5 INVESTIGATIVE USE OF SOCIAL MEDIA AND INTERNET SOURCES

Use of social media and any other Internet source to access information for the purpose of criminal
investigation shall comply with applicable laws and policies regarding privacy, civil rights and civil
liberties. Information gathered via the Internet should only be accessed by members while on-duty
and for purposes related to the mission of this office. If a member encounters information relevant
to a criminal investigation while off-duty or while using his/her own equipment, the member should
note the dates, times and locations of the information and report the discovery to his/her supervisor
as soon as practicable. The member, or others who have been assigned to do so, should attempt
to replicate the finding when on-duty and using office equipment.

Information obtained via the Internet should not be archived or stored in any manner other
than office-established record keeping systems (see the Records Maintenance and Release and
Criminal Organizations policies).
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1000.5.3 REVIEW OF SOCIAL MEDIA SITES

Due to the potential for accessing unsubstantiated, private or protected information,
the Administration captain should not require candidates to provide passwords, account
information or access to password-protected social media accounts.

The Administration captain should consider utilizing the services of an appropriately trained
and experienced third party to conduct open source, Internet-based searches and/or review
information from social media sites to ensure that:

(a) The legal rights of candidates are protected.
(b) Material and information to be considered are verified, accurate and validated.
(c) The Office fully complies with applicable privacy protections and local, state and federal law.

Regardless of whether a third party is used, the Administration captain should ensure that
potentially impermissible information is not available to any person involved in the candidate
selection process.

1000.5.4 DOCUMENTING AND REPORTING

The background investigator shall summarize the results of the background investigation in a
report that includes sufficient information to allow the reviewing authority to decide whether to
extend a conditional offer of employment. The report shall not include any information that is
prohibited from use, including that from social media sites, in making employment decisions.
The report and all supporting documentation shall be included in the candidate’s background
investigation file.

1000.5.5 RECORDS RETENTION
The background report and all supporting documentation shall be maintained in accordance with

the established records retention schedule.

1000.6 DISQUALIFICATION GUIDELINES
As a general rule, performance indicators and candidate information and records shall be
evaluated by considering the candidate as a whole, and taking into consideration the following:

. Age at the time the behavior occurred

. Passage of time

. Patterns of past behavior

. Severity of behavior

. Probable consequences if past behavior is repeated or made public
. Likelihood of recurrence

. Relevance of past behavior to public safety employment

. Aggravating and mitigating factors

. Other relevant considerations
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1024.1 PURPOSE AND SCOPE

This policy is intended to address issues associated with employee use of social networking sites
and to provide guidelines for the regulation and balance of employee speech and expression with
the needs of the Office.

Nothing in this policy is intended to prohibit or infringe upon any communication, speech or
expression that is protected or privileged under law. This includes speech and expression
protected under state or federal constitutions as well as labor or other applicable laws. For example
this policy does not limit an employee from speaking as a private citizen, including acting as an
authorized member of a recognized bargaining unit or deputy associations, about matters of public
concern such as misconduct or corruption.

Employees are encouraged to consult with their supervisor regarding any questions arising from
the application or potential application of this policy.

1024.1.1 APPLICABILITY

This policy applies to all forms of communication including but not limited to film, video, print
media, public or private speech, use of all Internet services, including the World Wide Web, e-
mail, file transfer, remote computer access, news services, social networking, social media, instant
messaging, blogs, forums, wikis, video and other file sharing sites.

1024.2 POLICY
Because public employees occupy a trusted position in the community their statements have the

potential to contravene the policies and performance of this office. Due to the nature of the work
and influence associated with the law enforcement profession it is necessary that employees of
this office be subject to certain reasonable limitations on their speech and expression. To achieve
its mission and efficiently provide service to the public the Chisago County Sheriff's Office will
carefully balance the individual employee’s rights against the organization’s needs and interests
when exercising a reasonable degree of control over its employees’ speech and expression.

1024.3 SAFETY

Employees should carefully consider the implications of their speech or any other form of
expression when using the Internet. Speech and expression that may negatively affect the safety
of Chisago County Sheriffs Office employees such as posting personal information in a public
forum can result in compromising an employee’s home address or family ties. Employees should
therefore not disseminate or post any information on any forum or medium that could reasonably
be expected to compromise the safety of any employee, employee's family or associates or
persons that this agency has had professional contact with such as crime victims or staff of

Employee Speech, Expression and Social Networking - 526
Adoption Date: 2016/02/10

A ARNET ANANS L S S



Chisago County Sheriff's Office

Policy Manual

Employee Speech, Expression and Social Networking

other organizations. Examples of the type of information that could reasonably be expected to
compromise safety include:

. Disclosing a photograph and name or address of an employee.
. Disclosing the address, telephone number or email address of an employee.

. Otherwise disclosing where another employee can be located off-duty.

1024.4 PROHIBITED SPEECH, EXPRESSION AND CONDUCT

To meet the organization’s safety, performance and public-trust needs the following are prohibited
unless the speech is otherwise protected (for example an employee speaking as a private citizen,
including acting as an authorized member of a recognized bargaining unit or deputy associations,
on a matter of public concern):

(@) Speech or expression made pursuant to an official duty that tends to compromise or damage
the mission, function, reputation or professionalism of the Chisago County Sheriff's Office
or its employees.

(b)  Speech or expression that, while not made pursuant to an official duty, is significantly linked
to or related to the Chisago County Sheriff's Office and tends to compromise or damage the
mission, function, reputation or professionalism of the Chisago County Sheriff's Office or its
employees. Examples may include:

1. Statements that indicate disregard for the law or the state or U.S. Constitution.
2. Expression that demonstrates support for criminal activity.

3.  Participating in sexually explicit photographs or videos for compensation or
distribution.

(c) Speech or expression that could reasonably be foreseen as having a negative impact on
the credibility of the employee as a witness. For example posting statements or expressions
to a website that glorify or endorse dishonesty or illegal behavior.

(d)  Speech or expression of any form that could reasonably be foreseen as having a negative
impact on the safety of the employees of the Office. For example a statement on a blog
that provides specific details as to how and when prisoner transportations are made could
reasonably be foreseen to jeopardize employees by informing criminals of details that could
facilitate an escape or attempted escape.

(e) Speech or expression that is contrary to the canons of the Law Enforcement Code of Ethics
as adopted by the Chisago County Sheriff's Office.

(f)  Use or disclosure, through whatever means, of any not public data, photograph, video or
other recording obtained or accessible as a result of employment with the Office for financial
or personal gain or data classified as not public by state or federal law or any disclosure of
such materials without the express authorization of the Sheriff or the authorized designee.
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(9) Posting, transmitting or disseminating any photographs, video or audio recordings,
likenesses or images of office logos, emblems, uniforms, badges, patches, marked vehicles,
equipment or other material that specifically identifies the Chisago County Sheriff's Office
on any personal or social networking or other website or web page without the express
authorization of the Sheriff.

(h)  Accessing websites for non-authorized purposes or use of any personal communication
device, game device or media device, whether personally or office-owned, for personal
purposes while on-duty except in the following circumstances:

1. When brief personal communications may be warranted by the circumstances (e.g.,
inform family of extended hours).

2. During authorized breaks; such usage should be limited as much as practicable to
areas out of sight and sound of the public and shall not be disruptive to the work
environment.

Employees must take reasonable and prompt action to remove any content, including content
posted by others, that is in violation of this policy from any web page or website maintained by
the employee (e.g., social or personal website).

1024.4.1 UNAUTHORIZED ENDORSEMENTS AND ADVERTISEMENTS

While employees are not restricted from engaging in the following activities as private citizens or
as authorized members of a recognized bargaining unit or deputy associations, employees may
not represent the Chisago County Sheriff's Office or identify themselves in any way that could be
reasonably perceived as representing the Chisago County Sheriff's Office in order to do any of
the following, unless specifically authorized by the Sheriff:

(@) Endorse, support, oppose or contradict any political campaign or initiative.
(b)  Endorse, support, oppose or contradict any social issue, cause or religion.
(c) Endorse, support, or oppose any product, service, company or other commercial entity.

(d)  Appear in any commercial, social or nonprofit publication or any motion picture, film, video,
public broadcast or any website.

Additionally, when it can reasonably be construed that an employee acting in his/her individual
capacity or through an outside group or organization (e.g. bargaining group) is affiliated with this
office, the employee shall give a specific disclaiming statement that any such speech or expression
is not representative of the Chisago County Sheriff's Office.

Employees retain their right to vote as they choose, to support candidates of their choice and
to express their opinions as private citizens, including as authorized members of a recognized
bargaining unit or deputy associations, on political subjects and candidates at all times while off-
duty. However employees may not use their official authority or influence to interfere with or affect
the result of an election or a nomination for office. Employees are also prohibited from directly or
indirectly using their official authority to coerce, command or advise another employee to pay, lend
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or contribute anything of value to a party, committee, organization, agency or person for political
purposes (5 USC § 1502).

1024.5 PRIVACY EXPECTATION

Members forfeit any expectation of privacy with regard to e-mails, texts, or anything published or
maintained through file-sharing software or any Internet site (e.g., Facebook, MySpace) that is
accessed, transmitted, received or reviewed on any office technology system (see the Information
Technology Use Policy for additional guidance).

1024.6 CONSIDERATIONS
In determining whether to grant authorization of any speech or conduct that is prohibited under
this policy, the factors that the Sheriff or authorized designee should consider include:

(@) Whether the speech or conduct would negatively affect the efficiency of delivering public
services.

(b) Whether the speech or conduct would be contrary to the good order of the Office or the
efficiency or morale of its members.

(c) Whether the speech or conduct would reflect unfavorably upon the Office.

(d) Whether the speech or conduct would negatively affect the member’'s appearance of
impartiality in the performance of his/her duties.

(e) Whether similar speech or conduct has been previously authorized.

(f)  Whether the speech or conduct may be protected and outweighs any interest of the Office.

1024.7 TRAINING
Subject to available resources the Office should provide training regarding employee speech and

the use of social networking to all members of the Office.
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